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= Enable, disable or recrder various cipher suites that are negotiated for the TLS handshake. When the checkbox is grey it means no setting has
Schannel been specified and the default for the operating system will be used.
_TJ [2] TUS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ~l[o2
[ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Croher Suites 7] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3S4 W
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
[#] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA )
a [ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
[ TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3E4 7]
PR [ TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
[7] TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
— [ TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 u
[ TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
[ TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
Templatas (] TLS_RSA_WITH_AES_256_GCM_SHA3S4
[ TLS_RSA_WITH_AES_128_GCM_SHAZS6
: [7] TLS_RSA_WITH_AES_256_CBC_SHA256
ta" TLS_RSA_WITH_AES_128 CBC_SHA256
o [#] TLS_RSA_WITH_AES_256_CBC_SHA
o TLS_RSA_WITH_AES_128_CEC_SHA
[[] TLS_AES_256_GCM_SHA3S4
“ [ TLS_AES_128_GCM_SHA256
[] TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
Aot [] TLS_DHE_RSA_WITH_AES_128_GCM_SHA2S6
[] TLS_RSA_WITH_3DES_EDE_CBC_SHA v
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https://ssl-config.mozilla.org/

LAY SSL Configuration Generator

Server Software Mozilla Configuration Environment

® Apache O MysqQL O Modern sarverVersonl 2.4.41

O AWS ALB O nginx Services with clients that support TLS 1.3 and don't

O AWSELB O Oracle HTTP SRR e OpenssL Version  1.1.1d

O Caddy O Postfix ® Intermediate

O Dovecot O PostgreSQL General-purpose servers with a variety of clients, :

O Exim O ProFTPD recommended for almost all systems Miscellaneous

O Go O Redis O old [ HTTP Strict Transport Security
O HAProxy O Tomcat Compatible with a number of very old clients, and This slso redirects to HTTPS, If possible
A - : should be used only as a last resort . 5 i
O Jetty O Traefik %

O lighttpd 21 OCSP Stapling

apache 2.4.41, intermediate config, OpenSSL 1.1.1d

Supports Firefox 27, Android 4.4.2, Chrome 31, Edge, IE 11 on Windows 7, Java 8u31, OpenSSL 1.0.1, Opera 20, and Safari 9

<VirtualHost *:80>
RewriteEngine On
RewriteRule ~(.*)$ https://%{HTTP_HOST}31 [R=3e1,L]
</VirtualHost>

<VirtualHost *:443>
SSLEngine on

# curl https://ssl-config.mozilla.org/ffd

SSLCertificateFile

/path/to/signed cert and intermediate certs and dhparams

/path/to/signed cert and intermediate certs_and dhparams

ssLCertificateKeyFile /path/to/private_key

# enable HTTP/2, if available

Protocols h2 http/1.1

# HTTP Strict Transport Security (mod_headers is required) (638

Header always set Strict-Transport-Security “max-age=63872828"

</VirtualHost>

SSLProtocol all -SSLv3 -TLSvl -TLSv1.1

SSLCipherSuite ECDHE-ECDSA-AE5128-GCM-5HA256 : ECDHE-RSA-AES128-GCM-5HA256 : ECDHE - ECDSA-AES256-GCM-5HA384 : ECDHE-RSA-AES256-GCM-5HA3E4 : ECOHE-ECDSA-
CHACHA2@-POLY1305: ECDHE-RSA-CHACHAZ@-POLY1305: DHE-RSA-AES128-GCM-5HA256 : DHE-RSA-AES256-GCM-5HA384

SSLHonorCipherOrder off

S55LSessionTickets off

S5S5LUsestapling On
ssLstaplingCache “shmcb:logs/ssl_stapling(32763)" = C()py
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